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Abstract
With rapid growth in the digital market,
Steganography is going to increase its importance by
which the exponential development and secret
communication of potential computer users are also
increased over the internet. It can also be well defined as
the study of secret invisible communication that
generally deals with the different ways of concealing the
existence of the communicated message. Usually, the
data embedding is obtained in communication such as
image, text, voice or multimedia content for copyright
and also in military communication for authentication
and many other different purposes. In image
Steganography, the secret hidden communication is
obtained through embed a message into a cover image
which is used as the medium to embed message into the
image and generate a stego image which is a generated
image which is carrying a secret hidden message. In this
paper we propose a novel method hide secret
information in combination of AES and LSB technique.
The image quality are selected by the users and based on
that the secret messages length are decided. Hence user
has full right to select any size output based on
requirements.
Keywords— Data hiding, Steganography, Cover
image, cover writing.

I. INTRODUCTION
Steganography word is originally from two Greek
words Steganos which means Covered and Graptos
means writing and which literally means “cover
writing”. Usually steganography is also known as
“invisible” communication. Steganography means to
hide messages existence in a particular medium such as
audio, video, image, text communication. In recent
steganography systems uses multimedia objects like
image, audio, video, etc., as their cover media because

people often send digital images over email or may share
them through other internet communication application.
It is very different from protecting the actual content of a
hidden message. Steganography simply means that is not
to be alter the any structure of the secret message, but
hides it inside a cover-object which is used as medium
for transmitting message. After hiding the message, the
process cover object and stego-object which helps to
carrying hidden information object. So, steganography is
used to hiding information and cryptography is used to
protecting information are totally different from each
another. Due to which the invisibility or hidden factor is
so difficult to recover information without any known
procedure in steganography. For Detecting information
procedure of steganography is known as Steganalysis.
A. Cryptography and Steganography

Essence of cryptography method is by upsetting the
information content, make it look like random code to
achieve the purpose of protecting information content.
Information hidden technology is the study of how to
hide certain information in another public information,
and then to pass hidden information by transferring
public information [4]. The technology of information
security which is based on cryptography and information
security which is based on steganography, is not
contradictory and competing with each other but rather
complementary. This article is a cryptography and
information hiding techniques combined.
B. RSA Algorithm

In this paper, we use the RSA public key
cryptosystem, which is the first public key algorithm
which can be used in digital encryption and digital
signature [5]. It has the advantages of easy to understand
and easy to operate. The mathematical theory of RSA
algorithm is based on a composite number with large
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number factors is decomposed into two prime numbers is
very difficult. In this paper, we use the digital signature
system of RSA to authenticate and strengthen security.
We should first sign and then encrypt in the realization
process [6].
C. Least Significant Bit

Least significant bit (LSB) algorithm used in this
paper is a spatial domain steganography in substitution
method, the principle is to replace information in the
least bit of cover image with confidential information.
For 256 gray scale cover image, the gray scale value of
each pixel can be used to represent 8-bit binary, taken
out a certain bit of all pixels constitute a certain bit
plane, for example, the least significant bit of all the
pixels constituting the least significant bit plane. The
higher the bit plane, the greater the contribution of the
gray value, and the lowest bit plane is similar to random
noise [7]. As shown in Figure 1, it is the eight bit plane
of Lena gray image.

II. LITERATURE SURVEY
Pixel-based algorithms [9]–[11] generate the
synthesized image pixel by pixel and use spatial
neighborhood comparisons to choose the most similar
pixel in a sample texture as the output pixel. Since each
output pixel is determined by the already synthesized
pixels, any wrongly synthesized pixels during the
process influence the rest of the result causing
propagation of errors.
Otori and Kuriyama [12], [13] pioneered the
work of combining data coding with pixel-based texture
synthesis. Secret messages to be concealed are encoded
into colored dotted patterns and they are directly painted
on a blank image. A pixel-based algorithm coats the rest
of the pixels using the pixel-based texture synthesis
method, thus camouflaging the existence of dotted
patterns. To extract messages the printout
of the stego synthesized texture image is
photographed before applying the data-detecting
mechanism. The capacity provided by the method of
Otori and Kuriyama depends on the number of the dotted
patterns. However, their method had a small error rate of
the message extraction.

Patch-based algorithms [14], [15] paste patches
from a source texture instead of a pixel to synthesize
textures. This approach of Cohen et al. and Xu et al.
improves the image quality of pixel-based synthetic
textures because texture structures inside the patches are
maintained. However, since patches are pasted with a
small overlapped region during the synthetic process,
one needs to make an effort to ensure that the patches
agree with their neighbors.
Liang et al. [16] introduced the patch-based
sampling strategy and used the feathering approach for
the overlapped areas of adjacent patches. Efros and
Freeman [17] present a patch stitching approach called
“image quilting.” For every new patch to be synthesized
and stitched, the algorithm first searches the source
texture and chooses one candidate patch that satisfies the
pre-defined error tolerance with respect
to neighbors along the overlapped region. Next,
a dynamic programming technique is adopted to disclose
the minimum error path through the overlapped region.
This declares an optimal boundary between the chosen
candidate patch and the synthesized patch, producing
visually plausible patch stitching.
Ni et al. [18] proposed an image reversible data
hiding algorithm which can recover the cover image
without any distortion from the stego image after the
hidden data have been extracted. Histogram shifting is a
preferred technique among existing approaches of
reversible image data hiding because it can control the
modification to pixels, thus limiting the embedding
distortion, and it only requires a small size location map,
thereby reducing the overhead encountered. The current
state-of-the-art for reversible image data hiding is the
general framework presented by Li et al. [19].

III. METHODOLOGY
In his section we present the proposed workflow of
steganography framework. Fig. 2. Shows the working
with its system architecture. Various modules are present
in the framework are described below.
1.
2.
3.
4.
5.
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AES Encryption
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information into the image file. Dataset is randomly
chosen. There is no need of specific dataset since
algorithm work is just to hide secret information.
Fig. 3. Shows the input image.

Fig. 3. Shows the input image
AES and LSB method are applied to encrypt the secret
data. By selecting various quality of images thes ecret
data can be hidden. Fig. 4. Shows the output of efefct of
image quality.

Fig. 2. Propsoed system acrchitecture
A. Input Image
The image is selected to hide the secret information. The
information may be in a text file. The length of the files
are depends upon the image quality.
B. Image Quality Selection

The output image quality is selected. The more is the
image quality the less will be the data can be hidden and
wise versa.
C. AES Encryption

AES encryption is used for encryption of the secret data.
It provides double layer of security check. If by chance
the hacker decodes the text in image file, it will not be
able to decode the AES encrypted information.

As the image quality is selected as high quality.
The secret data can be hidden are very less. But the
quality of image remains very high.
If the quality of output image is chosen as mediu
qyality, the output image can accommodate only
medium content or secret messages. It can be used in
webmails.
If the quality of output image is selcted as poor
or destroyed quality the information can be strored are
enormous. The huge secret messeges can be stored. It
can be sued for email messages to fulfill the size
restriction of a file.

D. LSB Algorithm

LSB algorithm is sued to hide information on the lower
bits of the image. The LSB algorithm is efficient and can
hide vast amount of information.
E. Encoded and Encrypted Image

Now, Image is ready to be sent to the third party. The
third party if he/she has the secret key to open the AES
algorithm then only it can open.

IV. RESULTS
This is section the outcomes are discussed
briefly. 2LSB, AES algorithm are for hiding secret
www.ijsret.org

Fig. 4. Image Encoded Quality
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V. CONCLUSION
In this paper we propose a novel method image
steganography technique in the combination of AES and
LSB method. The various image sizes are considered and
secret information of different sizes are also considered. .
The framework provides an effective way to select
output image toad accommodate the secret information.
The receiver needs to have a secret key which will be
used to decode the secret message.
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